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Abstract

Over the past several years, a number of information discovery and access tools have been
introduced in the Internet, including Archie, Gopher, Netfind, and WAIS. These tools have
become quite popular, and are helping to redefine how people think about wide area network
applications. Yet, they are not well suited to supporting the future information infrastructure,
which will be characterized by enormous data volume, rapid growth in the user base, and
burgeoning data diversity. In this paper we indicate trends in these three dimensions, and survey
problems these trends will create for current approaches. We then suggest several promising
directions of future resource discovery research, along with some initial results from projects
carried out by members of the Internet Research Task Force Research Group on Resource
Discovery and Directory Service.



1 Introduction

In its roots during the ARPANET days, the Inter-
net was conceived primarily as a means of remote
login and experimentation with data communica-
tion protocols. However, the predominate usage
mode quickly became electronic mail, in support
of collaboration. This trend has continued into
the present incarnation of the Internet, but with
increasingly diverse support for collaborative data
sharing activities. Electronic mail has been sup-
plemented by a variety of wide area file systems,
remote information retrieval systems, and publish-
ing and library access systems. At present, the
Internet provides access to hundreds of gigabytes
each of software, documents, sounds, images, and
other file system data; library catalog and user di-
rectory data; weather, geography, telemetry, and
other physical science data; and many other types
of information.

To make effective use of this wealth of infor-
mation, users need ways to locate information of
interest. In the past few years, a number of such re-
source discovery tools have been created, and have
gained wide popular acceptance in the Internet
[ED92, KM91, McC92, BLCGP92, ST91, Neu92,
Dro90].! Our goal in the current paper is to exam-
ine the impact of scale on resource discovery tools,
and place these problems into a coherent frame-
work. We focus on three scalability dimensions:
the burgeoning diversity of information systems,
the growing user base, and the increasing volume
of data available to users.

Table 1 summarizes these dimensions, suggests
a set of corresponding conceptual layers, and in-
dicates problems being explored by the Internet
Research Task Force (IRTF) Research Group on
Resource Discovery and Directory Service. Users
perceive the available information at the informa-
tion interface layer. This layer must support scal-
able means of organizing, browsing, and searching.
The information dispersion layer is responsible for
replicating, distributing, and caching information.
This layer must support access to information by a
large, widely distributed user populace. The infor-
mation gathering layer is responsible for collecting
and correlating the information from many incom-
plete, inconsistent, and heterogeneous repositories.

The remainder of this paper covers these layers
from the bottom up. Section 2 discusses problems
of information system diversity. Section 3 discusses
the problems brought about by growth in the user

1The reader interested in an overview of resource discov-
ery systems and their approaches is referred to [SEKN92].

base. Section 4 discusses problems caused by in-
creasing information volume. Finally, in Section 5
we offer a summary.

2 Information System Diversity

An important goal for resource discovery systems
is providing a consistent, organized view of infor-
mation. Since information about a resource exists
in many repositories—within the object itself and
within other resource discovery systems—resource
discovery systems need to identify a resource, col-
lect information about it from several sources, and
convert the representation to a format that can be
indexed for efficient searching.

As an example, consider the problem of con-
structing a user directory. In a typical environ-
ment, several existing systems contain information
about users. The Sun NIS database [Wei85] usu-
ally has information about a user’s account name,
common name, address, group memberships, pass-
word, and home directory. The ruserd server has
information about a user’s workstation and its idle
time. In addition, users often place information
in a “.plan” file that might list the user’s travel
schedule, home address, office hours, and research
interests.

[4

As this example illustrates, information in ex-
isting Internet repositories has the following char-
acteristics:

o [t is heterogeneous.

Each repository maintains the information it
needs about resources. For example, the pri-
mary purpose of the NIS database is to main-
tain information about user accounts, while
a user’s “.plan” file often contains more per-
sonal information. In addition, the two repos-
itories represent the information differently:
records in an NIS database have a fixed for-
mat, but a “.plan” file contains unstructured
text.

o It is inconsistent.

Most information contained in Internet
repositories is dynamic. Certain properties
change frequently, such as which worksta-
tions a user person is using. Other proper-
ties change more slowly, such as a user’s mail
address. Because information is maintained
by several repositories that perform updates
at different times using different algorithms,
there will often be conflicts between informa-
tion in the various repositories. For example,



Scalability Dimension Conceptual Layer

Problems for RD Systems

IRTF Research Focus

Data Volume Information Interface

Information Overload

Scalable Content-
Based Searching

User Base Information Dispersion

Insufficient Replication;
Manual Distribution Topology

Massive Replication;
Data Access Measurements

Data Diversity Information Gathering

Difficulty of Extracting
Data; Low Data Quality

Operation Mapping;
Data Mapping

Table 1: Dimensions of Scalability and Associated Research Problems

information about account name, address,
and phone number may be maintained by
both the NIS database and an X.500 [Int88]
server. When a user’s address or phone num-
ber changes, the X.500 service will probably
be updated first. However, if the account
changes, the NIS database will usually be the
first to reflect the change.

e It is incomplete.

Additional attributes of a resource can often
be obtained by combining information from
several repositories. For example, a biblio-
graphic database does not contain explicit in-
formation about a person’s research interests.
However, keywords might be extracted from
the person’s research papers, to try to infer
research interests for a user directory.

There are two common approaches to these
information gathering layer problems. The first
approach—operation mapping—constructs a “gate-
way” between existing systems, which maps the
functionality of one system into another without
actually copying the data. The second approach—
data mapping—generates an aggregate repository
from multiple information sources. The remainder
of this section discusses these approaches.

2.1 Operation Mapping: Gateways

A gateway between two resource discovery systems
translates operations from one system into opera-
tions in another system. Ideally, the systems in-
teroperate seamlessly, without the need for users
to learn the details of each system. Sometimes,
however, users must learn how to use each system
separately.

Building seamless gateways can be hindered if
one system lacks operations needed by another sys-
tem’s user interface [SEKNO92]. For example, if
would be difficult to provide a seamless gateway

from a system (like WAIS [KM91]) that provides
a search interface to users, to a system (like Pros-
pero [Neu92]) that only support browsing. Even
if two systems support similar operations, build-
ing seamless gateways may be hindered by another
problem: providing appropriate mappings between
operations in the two systems. To illustrate the
problem, consider the current interim gateway from
Gopher [McC92] to Netfind [ST91], illustrated in
Figure 1.2 Because the gateway simply opens a
telnet window to a UNIX program that provides
the Netfind service, users perceive the boundaries
between the two systems.

In contrast, we have built a system called Dy-
namic WAIS [HS93a], which extends the WAIS
paradigm to support information from remote
search systems (as opposed to the usual collection
of static documents). The prototype supports gate-
ways from WAIS to Archie and to Netfind, using
the 739.50 information retrieval protocol [ANS91]
to seamlessly integrate the information spaces. The
Dynamic WAIS interface to Netfind is shown in
Figure 2.

The key behind the Dynamic WAIS gateways
is the conceptual work of constructing the map-
pings between the WAIS search-and-retrieve oper-
ations, and the underlying Archie and Netfind op-
erations. In the case of Netfind, for example, when
the Dynamic WAIS user requests a search using the
“dynamic-netfind.sr¢” WAIS source, the search is
translated to a lookup in the Netfind seed database,
to determine potential domains to search. The
Netfind domain selection request is then mapped
into a WAIS database selection request (the high-
lighted selection in the XWAIS Question window).
Once the user selects one of the domains to search,
the WAIS retrieval phase is mapped into an actual
domain search in Netfind (the uppermost window).

2Efforts are under way to improve this gateway.
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2.2 Data Mapping: Collecting Data and
Resolving Conflicts

Rather than invoking a resource discovery system
through a gateway, an alternate means of accom-
modating diversity is to collect the data directly
from the underlying repositories. Doing so involves
two parts: mapping protocols for collecting infor-
mation, and agreement protocols for correlating in-
formation [BPY90].

A mapping protocol is implemented as a func-
tion that collects information from a repository and
reformats it. There may be several implementa-
tions of mapping protocols, each customized for
an existing repository. The most common map-
ping protocols are implemented as clients of an
existing service. For example, Netfind extracts
user information from several common Internet ser-
vices, including the Domain Naming System (DNS)
[Moc87], the finger service [Zim90] and the Simple
Mail Transfer Protocol [Pos82].

The agreement protocol defines a method for
handling conflicts between different repositories.
For example, Figure 3 illustrates data for the Enter-
prise [BD93] user directory system, which is built
on top of Univers. This figure shows three map-
ping protocols that gather information from the
NIS database, the ruserd server, and the user’s elec-
tronic mail, respectively. Several attributes can be
generated by more than one mapping protocol. For
example, address information potentially exists in
both the NIS database and the information sup-
plied by the user. The agreement protocol con-
siders information gathered directly from the user
as the most reliable. Depending on the attribute,
the agreement protocol may permit some proper-
ties to have several values, such as the two address
attributes that describe the user in Figure 3.

Data mining is a special case of agreement pro-
tocols, which works by cross-correlating informa-
tion available from multiple repositories. This can
have two beneficial effects. First, data mining can
flag inconsistencies that indicate potential prob-
lems. For example, the Enterprise agreement func-
tion could mail a message to the user if it detected a
conflict between the electronic mail addresses listed
for the user in different repositories.

Second, data mining can support map-
ping protocols where information not explic-
itly present in any of the repositories can
be derived by cross-correlating existing informa-
tion.  For example, Netfind continuously col-
lects data from a number of sources, and cross-
correlates the information to form a more com-

plete seed database. Omne source might discover
a new host called “astro.columbia.edu” from re-
cursive Domain Naming System (DNS) traver-
sals [Lot92], and cross-correlate this informa-
tion with the existing seed database record for
columbia.edu (“columbia university, new york, new
york™), its understanding of the nesting relation-
ships of the Domain name space, and a database of
departmental abbreviations, to derive a new record
for the Astronomy Department at Columbia Uni-
versity.

3 User Base Scale

Already interconnecting millions of users in thou-
sands of sites, the Internet will grow significantly
with the addition of new constituencies, including
commercial, K-12 schools, and digital library users.
This growth will place a great deal more load on
Internet links and servers.

To support a much larger user populace, we be-
lieve two problems must be addressed. First, dis-
covery services must support significantly higher,
even massive levels of caching and replication, us-
ing algorithms specifically designed to function in
the Internet’s dynamic patchwork of autonomous
systems. Second, we believe that continual study
and instrumentation of access patterns and data
movement will be necessary to tune the placement
of caches and replicas. We consider these issues
below.

3.1 Massive Caching and Replication

Name servers scale well because their data is typ-
ically partitioned hierarchically. Because resource
discovery tools search flat, rather than hierarchi-
cal or otherwise partitionable views of data, the
only way to make these tools scale is by replicating
them. To gain an appreciation for the degree of
replication required, consider the Archie file loca-
tion service.

The global collection of Archie servers process
approximately 50,000 queries per day, generated by
a few thousand users worldwide. Every month or
two of Internet growth requires yet another replica
of Archie. A dozen Archie servers now replicate
a continuously evolving 150 MB database of 2.1
million records. While it responds in seconds on a
Saturday night, it can take five minutes to several
hours to answer simple queries during a weekday
afternoon. FEven with no new Internet growth, for
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Archie to yield five second response times during
peak hours we would need at least 60 times more
Archie servers than the current dozen. Because of
its success, Archie needs to be replicated thousands
of times, just like network news is [Qua90]. Other
successful tools that cannot easily partition their
data will also require massive replication.

Because replication levels greater than a dozen
servers have not been demonstrated on the Inter-
net, we believe this problem requires additional re-
search. On the one hand, without doubt we know
how to replicate and cache data that partitions eas-
ily, as in the case of name servers [Moc87, BLNS82].
Primary copy replication works well because name
servers do not perform associative access, and or-
ganizational boundaries limit the size of a domain,
allowing a handful of servers to meet performance
demands.> We have learned many lessons to arrive
at this understanding [DOK92, MD88, SBN84]. On
the other hand, we have little experience deploying
replication and caching algorithms to support mas-
sively replicated, flat, yet autonomously managed
databases.

What do existing replication schemes for wide-
area services lack? First, existing distributed repli-
cation systems ignore network topology; they do
not route their updates in a manner that makes
efficient use of the Internet. We believe it is neces-
sary to calculate the topology over which updates
traverse, and to manage replication groups that ex-
ploit the Internet’s partitioning into autonomous
domains. Existing schemes do not guarantee timely
and efficient updates in the face of frequent changes
in physical topology, network partition, and tem-
porary or permanent node failure. In essence, they

®Because it is both a name service and a discovery tool,
X.500 could benefit from massive replication.

treat all physical links as having equal bandwidth,
delay, and reliability, and do not recognize admin-
istrative domains.

We believe that flooding-based replication al-
gorithms can be extended to work well in In-
ternet environment. In fact, both network news
and the dozen or so Archie servers replicate
with flooding algorithms. However, for lack of
good tools, administrators of both Archie and
netnews manually configure the flooding topol-
ogy over which updates travel, and manually re-
configure this topology when the physical net-
work changes. This is not an easy task be-
cause Internet topology changes quickly, and
hand-composed maps are never current. While
we are developing tools to map the Internet
[WCS93], even full network maps will not automate
update topology calculation.

Avoiding topology knowledge by using multi-
cast protocols [DC90, AFM92] for data distribution
has different problems. First, they are limited to
single routing domains. Second, Internet multicast
attempts to minimize message delay, which is the
wrong metric for bulk transport. At the very least,
we see the need for different routing metrics. FEven
a reliable, bulk transport multicast is probably not
the right answer, because replication algorithms re-
quire mechanisms to remain highly available in the
presence of permanent site failures and changes in
the replication group.

We are currently exploring an approach to pro-
viding massively replicated, loosely consistent ser-
vices [DLO92, ODDA93]. This approach extends
ideas presented in Lampson’s Global name service
[Lam86] to operate in the Internet. Briefly, our
approach organizes the replicas of a service into
groups, imitating the idea behind the Internet’s
autonomous routing domains. Group replicas es-
timate the physical topology, and then create an
update topology between the group members. The
left hand side of Figure 4 shows three replication
domains. Inside each replication domain, a logical
update topology is established that best uses the
physical topology connecting the replicas. When-
ever the algorithm detects a meaningful change in
physical topology between members of a replication
domain, it modifies the logical update topology ac-
cordingly. Because it does not require a separate re-
covery algorithm, it is simpler than solutions based
on Internet multicast.

Our studies of data movement in the Inter-
net (Section 3.2) lead us to believe that ser-
vices should help manage their own replication.
We believe that services should monitor their re-
quest streams and cooperate to make configuration
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management suggestions. Suppose, for example,
that some X.500 server in LFurope fields a large
stream of queries from clients in the United States.
Should it not suggest that a strategically located
replica be created? Alternatively, if some replica
finds that it receives few or no queries, should it
not suggest its own destruction?

3.2 Instrumentation and Study

Choosing the appropriate degree and placement of
replicas requires measuring how data is accessed.
Below we briefly discuss two studies that indicate a
set of problems with existing Internet mechanisms.

After tracing NSFNET FTP traffic, we recently
showed that judiciously placed file caches could
reduce the volume of backbone traffic by 17-27%
[DHS93]. In addition to reducing network traffic, a
hierarchical architecture of whole file caches could
reduce disk usage and consistency problems caused
by the uncoordinated style of replication currently
in use in Internet FTP archives.

We also recently evaluated access patterns to
the Archie database. We found, somewhat contrary
to what we said about partitioning its database,
that Archie data in fact partions into a hot set and
a cold set. Only 16% of Archie’s database is hot.
We suspect that many services, like Archie, would
benefit from automatically partitioning itself into

hot and cold sets, and only massively replicating
the hot set.

Without instrumentation, many services would
waste network and secondary store resources on
replicating rarely accessed data. Our studies of
FTP and Archie underscore the importance of mea-
suring and exploiting access patterns when making
caching and replication choices in distributed infor-
mation systems.

4 Data Volume

The amount of information currently available on
the Internet may conservatively be estimated at one
terabyte. As the user base increases by two to three
orders of magnitude, the amount of available in-
formation can be expected to increase proportion-
ately. Moreover, new usage modes will contribute
additional scale. For example, as multimedia appli-
cations begin to proliferate, users will create and
share highly voluminous audio, image, and video
data, adding easily one to two more orders of mag-
nitude of data.

In some cases users already have voluminous
data, but cannot use the Internet to share the data
because of link bandwidth limits. For example,
earth and space scientists collect sensor data at
rates as high as gigabytes per day [FJP90, NAS90].
To share data with colleagues, they are forced to
send magnetic tapes through the mail. As Internet



link capacities increase, scientists will naturally be-
gin using the Internet to share their data, adding
several more orders of magnitude to the global col-
lection.

Putting all of these trends together, we can ex-
pect today’s one terabyte of data to grow by a fac-
tor of 10° to 10'° over the next few years. Clearly,
at this scale the amount of data will far outstrip the
abilities of current systems to support fruitful in-
formation discovery. Imagine attempting to browse
through a Gopher menu system with one million
times as many entries as are currently present, or
using Archie to locate a file from among one mil-
lion times as many files as are presently tracked!
Users would be completely overwhelmed by irrele-
vant data.

4.1 Searching as a Primary Information
Interface

It is not obvious how one might build a system
that could support discovery in such a large en-
vironment. However, we can observe some trends
and characteristics of current systems, which we
believe indicate fruitful avenues of exploration for
future discovery systems.

There are two resource discovery paradigms in
common use in the Internet: organizing/browsing,
and searching. Organizing refers to the human-
guided process of deciding how to interrelate in-
formation, usually by placing it into some sort
of directed graph (e.g., the hierarchy of directo-
ries in an FTP file system). Browsing refers to
the corresponding human-guided activity of explor-
ing the organization and contents of a resource
space. Searching is an automated process, where
the user provides some description of the resources
being sought, and a discovery system locates some
matches.

Searching becomes the most feasible approach
in large information spaces, because the effective-
ness of browsing depends heavily on how well orga-
nized the information is. As users generate and col-
lect increasing amounts of data, keeping it all well
organized becomes increasingly difficult. In fact,
the notion of “well organized” is highly subjective
and personal. What one user finds clear and easy to
browse may be difficult for users who have different
needs or backgrounds. To some extent this problem
can be alleviated by systems that support multiple
views of information [CM86, Neu92]. Yet, doing so
really pushes the problem “up” a level—users must
locate appropriate views, which in itself is another
discovery problem. Moreover, because there are

few barriers to “publishing” information on the In-
ternet, there is a great deal of information that is
useful to only very few users, and often for only
a short period of time. To other users, this infor-
mation clutters the “information highway”, making
browsing difficult.

Beyond the scalability problems of the organiz-
ing/ browsing paradigm, the importance of search-
ing can be seen in its increasing popular appeal.
A number of file system search tools have been in-
troduced in recent years [HS93b, GJSJ91, MW93,
Sun92], and recently a search facility [Fos92] was in-
troduced for Gopher - which is, without doubt, the
world’s largest browse-based system. Moreover, it
is interesting to note that while the Prospero model
[Neu90] focuses on organizing and browsing, the
Prospero system is primarily used in its capacity
as an interface to the Archie search system.

The above discussion is not meant to imply that
organizing information is unimportant. Clearly, a
well organized information space is easier to use
than a poorly organized one. Rather, the point is
that once an information space gets large enough,
searching is the most feasible option. Ideally, re-
source discovery systems can combine these ap-
proaches into a search-then-browse paradigm, in
which users submit search queries and then use the
results as starting points to begin browsing. This
model is supported, for example, by the Alex file
system’s “archia” tool [Cat92], which performs an
Archie search request and returns the results in the
form of Alex path names. The user can then change
directories through Alex and browse the relevant
parts of the FTP information space.

4.2 Efficient Yet Representative Search-
ing

Given its importance, what can be done to im-
prove the effectiveness of searching? Consider the
current range of approaches to indexing informa-
tion. Figure 5 plots space efliciency against in-
dex representativeness. Representativeness is im-
portant as an information space becomes increas-
ingly large, because the probability of false hits and
false drops increases with the size of the informa-
tion space [Sal86]. Space efficiency is important,
because the amount of data that can fit in a sin-
gle index determines the scope of efficiently search-
able data. For example, the fact that Archie fits
over 1,000 anonymous FTP sites’ directories into
a single index means that it is feasible to search
that space. If the index were so large that it had
to be placed on 100 different machines and each
machine searched for every query, searches would
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be significantly more expensive. The latter case is
closer to how WAIS works, and is the reason why
WALIS limits users to searching one database at a
time. If it were possible to collapse 1,000 WAIS
databases into a single index, users could do much
more sophisticated searches through Archie data.
Imagine, for example, if it were possible to search
all of the anonymous FTP sites indexed by Archie,
using WAIS full-text searches.

As illustrated by Figure 5, Internet indexing
systems tend to fall into two extremes: space ef-
ficient but marginally representative (Archie and
UNIX find-codes [Ber86]), and space-inefficient but
highly representative (WAIS). The middle range
of Figure 5 is occupied by three other systems.
Essence [HS93b] and the MIT Semantic File Sys-
tem [GJSJ91] do selective indexing of documents,
selecting keywords based on knowledge of the struc-
ture of the documents being indexed. For exam-
ple, Essence understands the structure of several
common word processing systems (as well as most
other common file types in UNIX environments),
and uses this understanding to extract authors, ti-
tles, and abstracts from text documents. In this
way, it is able to select fewer keywords for the in-
dex, yet retain many of the keywords that users
would likely use to locate documents.

Manber’s Personal Information Retrieval Sys-
tem
(PIRS [MW93]) takes a different approach. Rather
than selective indexing, PIRS supports full-text in-
dexes, using a hybrid index/search scheme. A PIRS
index is more rough-grained than a WAIS index,
keeping pointers only to the granularity of blocks
small enough to be searched sequentially. Manber

has demonstrated this approach on 100 megabyte
data sets with indexes of only 1-4% the size of the
indexed data, and search times of a few seconds.
This technique exploits the fact that a fairly small
and fixed set of words account for the content of
most natural language documents. Representing
each keyword only once for several documents (and
searching) rather than once for each occurrence in
each document saves a significant amount of index
space.

We are currently investigating means of sup-
porting highly representative yet space-efficient in-
dexes, through a hybrid of the PIRS and Essence
approaches. Because each scheme achieves index-
ing space efficiency through different means (selec-
tive indexing in Essence, and hybrid index/search
in PIRS), combining the schemes may potentially
yield a multiplicative space reduction. In the best
case, this could mean an index of .05% the size
of the indexed data. With this space efficiency, it
would be possible to support flat searches through
2,000 one-gigabyte disks, with a top-level index
that fits on a single disk. The ability to coalesce
the information into a single index is important, as
it allows efficient global searches.

Achieving this level of indexing efficiency will
require research to overcome two problems. First,
PIRS currently requires that the index co-reside
with the data. This would not be feasible in a
distributed environment. Second, PIRS currently
does not provide acceptable search speeds for more
than 256 megabytes of indexed data, because the
probability that an indexed word occurs in all
blocks increases with data size*. Essence adds an-
other factor of 10-20 of index size reduction. We are
currently considering several approaches to these
scaling problems.

5 Summary

The Internet’s rapidly growing data volume, user
base, and data diversity will create difficult prob-
lems for the current set of resource discovery tools.
Future tools must scale with the diversity of infor-
mation systems, number of users, and size of the
information space.

With growing information diversity, techniques
are need to gather data from heterogeneous sources,
and sort through the inherent inconsistency and in-
completeness. Internet Research Task Force efforts

*There is an upper bound on block size, based on I/O
costs for sequential searching.



in this realm focus on operation-mapping gateways
and data-mapping protocols.

With a growing user base, significantly more
load will be placed on Internet links and servers.
This load will require much more highly replicated
information than currently exists, and will require
measurement studies to decide what data should be
replicated, and where to place copies. IRTF efforts
in this realm focus on massive caching and replica-
tion algorithms, and on data access measurements.

As the volume of information continues to grow,
organizing and browsing data break down as pri-
mary means for supporting resource discovery. At
this scale, discovery systems will need to support
scalable content-based search mechanisms. Cur-
rent systems tend to strike a compromise between
index representativeness and space efficiency. Fu-
ture systems will need to support indexes that are
both representative and space efficient. IRTF ef-
forts in this realm focus on scalable content-based
searching algorithms.
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